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In the last several months, the Antitrust Division of the U.S. Department of Justice has
been issuing increasingly ominous warnings to companies and executives about the
consequences of not preserving ephemeral messaging and messages sent using
collaboration tools.

This is no different than recent Criminal Division policy with one major exception: the DOJ
Antitrust Division has gone a step further by threatening to prosecute defense counsel
and in-house counsel for obstruction of justice for missteps that led to the deletion of
relevant material called for by a grand jury subpoena.

From coast to coast, high-level officials from the DOJ Antitrust Division have been
sending that message to counsel, including the following public statements.

Manish Kumar, deputy assistant attorney general for criminal enforcement at the DOJ
Antitrust Division, has said:

The Antitrust Division and the Federal Trade Commission expect that opposing
counsel will preserve and produce any and all responsive documents, including
data from ephemeral messaging applications designed to hide evidence. Failure to
produce such documents may result in obstruction of justice charges.[1]

Leslie Wulff, chief of the San Francisco office of the DOJ Antitrust Division said:

Make no mistake. Decisions that counsel make here are really important, because
missteps can result in further criminal exposure for the employees at the company
involved in the conduct, but perhaps even more importantly, can also result in
criminal exposure for the attorneys and company counsel.[2]

Wulff has also said:

We're going to scrutinize every decision along the path that led to the deletion of
relevant material, regardless of who made the decision and whether or not they
hold a law degree.[3]

Jillian Rogowski, counsel to the assistant attorney general of the DOJ Antitrust Division,
has said:
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[W]e will not hesitate to bring obstruction charges, and of course, if the client was
not properly advised by their attorney or if the attorney was otherwise involved in
the deletion of those messages or in allowing those messages to be deleted, then
the attorney could also be subject to charges.[4]



In addition to emphasizing the possibility of charging lawyers with obstruction of justice,
the Antitrust Division has publicized its recent success in piercing the attorney-client
privilege via the crime fraud exception.

Sara Clingan, assistant chief at the Washington Criminal Section of the DOJ Antitrust
Division, recently warned that prosecutors "will absolutely" continue to examine the role
of attorneys who aid in corporate crime "wittingly or otherwise," and use the crime fraud
exception, including by compelling attorneys to testify against clients.[5]

One might be tempted to ask: What on earth is going on? Why is the Antitrust Division
threatening to prosecute attorneys when not even their counterparts in the Criminal
Division who prosecute organized crime, bribery and national security violations are
making such statements?

On one hand, it's understandable that the Antitrust Division would seek to take every
step possible to secure critical evidence in its cases.

For years now, ephemeral messaging and messaging platforms have taken over from
email as the primary mode of business communication, and companies have needed to
adapt and adopt retention policies that keep pace with new forms of communication.[6]

A Signal chat between competitors could be the key evidence of an agreement that the
DOJ needs to prove its case. It makes sense that the DOJ would be beyond frustrated to
learn that such vital communications were not kept. In theory, an entire investigation
could be stymied.

However, this doesn't seem to be the motivation behind the recent warnings, as the DOJ
has also noted that if "the evidence exists, we will find it. It may take us longer, it may
cost your client more money and we may find it from other sources, but we will find
it."[7]



The DOJ explained that it can get the information from other co-conspirators, third
parties, and electronic communication providers.

If the DOJ is confident that it can get deleted information from other sources, why take
the extraordinary step of threatening to investigate and prosecute defense or in-house
counsel? Has there been a recent spate of cases where defense or in-house counsel have
been complicit in deleting evidence in antitrust investigations?

Defense counsel in the antitrust and white collar bars, as well as in-house counsel, are
highly conscientious about their ethical obligations and take them extremely seriously.
It's hard to even conceive of a situation where defense counsel would knowingly advise
or allow a client to delete evidence called for by a grand jury subpoena. Why would an
attorney risk his or her livelihood, reputation and freedom?

The likely result if a company intentionally deleted evidence is that the company would
face increased fines, spoilation jury instructions, sanctions, a potential obstruction of
justice sentencing enhancement, or charges.

And while deletion of electronic evidence such as chats is not uncommon, it is usually
done inadvertently or by a panicked employee who disregards a preservation notice
drafted by counsel and issued by the company. It's simply not in the defense lawyer, in-
house counsel, or the company's interests to conspire to intentionally destroy evidence in
a criminal investigation.

Moreover, in the event of an internal or external investigation, defense counsel, in-house
counsel and companies need access to employees' electronic documents, including
chats.

Companies and their counsel can't properly assess the legal risks and consequences
without access to all the relevant communications and facts. Without complete
information, a company might lose the opportunity to apply for leniency or receive a
nonprosecution agreement in a voluntary self-disclosure context.

And as the DOJ points out, that evidence may well exist in another company's files or



third-party database, which leaves counsel and their client exposed and in the proverbial
dark if they don't have access to the same information.

Wulff has also recently reiterated that companies should "mak[e] sure that [their]
employees aren't using ephemeral messaging."[8]

However, it should be up to the company, not the DOJ, to decide whether its employees
may use ephemeral messaging to conduct business.

If a company chooses to use ephemeral messaging, the DOJ has made it clear that the
company (and its counsel) must ensure that such messages are preserved and produced
in response to any subpoena. For example, companies can require employees to use
apps that offer backup features and seek to train and audit employees to make sure auto
delete settings are switched off.[9]

While missteps, mistakes or misjudgments will inevitably occur, there are remedies for ill-
advised decisions besides a criminal investigation or prosecution of counsel.

If defense counsel makes a misstep that exposes their client to potential criminal liability,
either he or she will likely be fired or sued for malpractice or both. This alone should keep
attorneys motivated to make the best possible decisions.

Beyond that, if the government believes an attorney has violated his or her ethical
duties, the government can file a complaint with the state bar. These more realistic, less
drastic options should be sufficient in the vast majority of cases to address the Antitrust
Division's concerns about document retention.

An actual case of obstruction by counsel would be so rare that making it the focus of
public messaging seems not only like an opportunity cost at the expense of more
impactful messaging, but also carries with it potential harm.

Before issuing provocative warnings to attorneys about prosecuting them for obstruction,
the Antitrust Division should also consider that such alarming statements could foster a
chill in cooperation. 



If defense and in-house counsel fear that they may be subject to criminal investigation
for what the government perceives as a misstep, they would be wise to show extreme
caution before engaging directly with the government in any situation involving the
deletion of evidence, perhaps even needing to consult their own counsel.

What's more, if attorneys need to advise clients that the government may try to invade
the attorney-client privilege if the client is not truthful, clients may be less inclined to be
candid and forthcoming with their counsel.

Trust is a key ingredient in the attorney-client relationship and often takes time to build.
Timelines take shape slowly. Motivations are complex, and memories are rarely infallible.

The Antitrust Division is often the ultimate beneficiary of that trust, whether in the form
of a leniency application or other forms of cooperation. Therefore, it is counterintuitive
that the Antitrust Division would want to weaken the very privilege that can be so
important to facilitating their ultimate interest.

The crime fraud exception should not be touted or used as a creative prosecutorial tool,
but rather reserved for egregious cases of abuse that justify invading one of the most
important, cherished, and solemn privileges in the common law.[10]

Recently, the Antitrust Division has taken encouraging steps to increase engagement and
build trust with members of the defense bar, once again offering reverse proffers by staff
and pitch meetings with management.[11]

The Antitrust Division has also made the hard and admirable decision to dismiss certain
cases.

Unfortunately, the recent statements about prosecuting defense and in-house counsel
run counter to these positive trust-building efforts and may instead have the opposite
effect of undermining the level of trust that exists between prosecutors and the defense
bar.
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